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NOD 32 2 Linux FEEMFERSGIREARWIK

Linux b it THIR S ARG (2 Samba » BEZR Samba A EEHE Windows (555 » {HIE AN AU
{FRFELES Samba HEGH LIPS H 75 - NES— H. Samba (55 T A AR ARG - 2AF L FAL
I ATREZS # Samba ZHARE 5 o B — AR MG P& HEHE Windows U7 - 1A T2UZF Windows
R Pl LAFARS - (84 FTRERSH Samba BB ATy Windows 2 Pl © AT ATRMAdtas (38 H P ot
JH NOD32 {9 Linux f&Zfalfifkasbfiae 5 %€ - KRS NOD32 REVH (FlI RS BRI 7 <
RHARE LR TR Dazuko

ZI{E Samba LEFEIGE A - RFE LB EAFHUER] TR Dazuko - Dazuko j&— (i} Linux {5
FARIBRMRC ARG 4R > FH John Ogness B#% » & —{FRESE B AP ARG 25 = H PSR FIRORZ L
f554H - Dazuko B AMAVEIAFIVIRYL - FALE LGSR AR — B R0 - &5 = H P50
WA I RIS » (8 &5 Dazuko IR LEEFUE. » IRHIH FEIUA FIRERIRE S - 2 = &PE%
FABKHS AT DUZ i Dazuko FEfHAZIURESE  JEFZW) ID RIS ID & AA o Dazuko 2 HERH AR FH T
PRI - ATE & NOD32 fiiff -

Dazuko AJ{¢HE fifdul http://www.dazuko.org/ &Y » H BTSN 2.0.4 « FEELTHE
dazuko-2.0.4.tar.gz » [EEBAET TRERR -

tar zxvf dazuko-2.0.4.tar.gz (ENTER)

HEA dazuko HYZA4E H §

cd dazuko-2.0.4 (ENTER)

RIR A RERST

Jconfigure (ENTER)

AT T RERS EE HTH A Linux %0 ©

#H28 Dazuko B5H
1R BEERREAE Linux £% (o (# I dazuko f&AH < 1F dazuko HYZEE HERA BT Ny
make (ENTER)

FEHEATH 8 Mg (8N dazuko.ko HURERH - BAMHEE AR ELE] 2.6.5-1.358custom HYFEAH H & T
cp dazuko.ko /lib/modules/2.6.5-1.358custom/kernel/security (ENTER)

SR ] depmod ar B ERTHUAMKER 2511245 modprobe ] -

depmod -ae 2.6.5-1.358custom (ENTER)
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32 12.6.5-1.358custom | HFEE)%H 1] F§ modprobe < _FARAH -
modprobe dazuko(ENTER)

AUERARAFE IR Linux JRANGR R devis » SEZHETTHNLE dazuko SOEAR -
mknod -m 600 /dev/dazuko ¢ 254 0 (ENTER)

[t Dazuko HYZ2EEHEHITERL -

ZEERG 8 NOD32 Bz Samba KB SE

/57588 7] Fl NOD 32 4 Linux fii A ' NOD32 for Linux File Server ;> H RTAYEHTRIARS 2.05 - BEHE
PR ZE MR -

tar vxf nod321fs-2.05-1.i386.rpm.tgz (ENTER)

e SEYNEF:

cd nod321fs-2.05-1.i1386.rpm (ENTER)

IR T 2T R 2R AT

Jinstall (ENTER)

SRPAE T —(E i 5 Samba 3 ERE - HAZARATT
[global]

workgroup = pilot

netbios name = antivirus

dos charset = CP950

unix charset = UTF-8

display charset = UTF-8

passdb backend = tdbsam

[home]

read only = No

browseable = No
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Samba Web Administration Tool - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

@ g 8 @ | [ nttpumocamnostaotigiobals [+] @eo lC |

.Gemng Started @Latem Headlines

Global Parameters

Current View Is: % Basic ~ Advanced

Change View To: Baslcl Advanced

ey

Commit Changes | Resel Values I

Base Options
Help dos charset ICF’QSO Set Default —

Help  workgroup [prLoT Set Default

Help  realm [ Set Default

Help netbios name IANTIVIRUS Set Default

Help  netbios aliases | Set Default

Help  server string ISamna Server Set Default

Help  interfaces [etno Set Default

Securi tions

Help  security USER  ~| SetDefault |

Help auth methods | Set Default

Help encrypt passwords | Yes j Set Default

Help  client schannel Auto »| Setperaut | -
| Done

SRBERBIMEE Samba BE -

HEETRAARVEREEARE - NS ARREIFIPEHIE 224G NOD32 1 Dazuko K#KIT « (LI
B E—{ER#THY Samba 7 clusteruser » ${T LA FapmEIA] ©

useradd clusteruser (ENTER)

pdbedit -a clusteruser (ENTER)
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Antivirus' clusteruser

File Edit Wiew Favorites Tools Help

QDBack -y - P | ) Search [ Folders | & 3 X 0 | [~

Address I;_,_J iAntivirustcusteruser

| Date Modified

| attributes |

Marne = | Size: | Tvpe
thopenoffice1.1 File Folder
thumbnails File Folder
Jxcin File Folder
JXEMmacs File Folder

|y Desktop File Folder

f| \bash_history 1KB BASH_HISTORY File

BSH_LOGOUT File
BASH_PROFILE File

.bash_lagout 1KB
.bash_profile 1KB

.bashrc 1KE BASHRC File
\CaMna 6KE CANMA File
\EMACs 1KE EMACS File
Jesd_auth 1KB ESD_AUTH File

(=] Forts.cache-1 26 KB CACHE-1 File

= .gtkre 1KB GTKRC File

| .gthkre-1.2-gnome2 1KE 2-GNOMEZ File

ICEautharity 1 KE ICEAUTHORITY File

OPEMOFFICE-IMST. ..
OPENOFFICE-LOCEK, ..
RECEMTLY-USED File

.openaffice-install-log 7KB
.openoffice-lack 0KE
| .recently-used OKE

.thn-applet.conf 1 KB CONF File
JSYEFSIONrT 1KB SVERSIOMNRC File
.zshire 1KB Z5SHRC File

1KE File

17j11f2004 19:15
16/11/2004 18:27
16/11/2004 18:24
16/11/2004 17:53
16/11/2004 18:24
17/11/2004 19:12
16/11/2004 17:53
16/11/2004 17:53
16/11/2004 17:53
16/11/2004 17:53
16/11/2004 17:53
17j11/2004 12:40
18/11/2004 12:29
16/11/2004 17:53
16/11/2004 18:24
18/11/2004 12:29
17/11/2004 19:16
17/11/2004 19:15
16/11/2004 18:26
16/11/2004 18:25
17/11/2004 19:16
16/11/2004 17:53
17j11/2004 12:51

H

% YL o

b w0 W YITH e m plite uRGhs ie 1on el nENg X 1 i UK G e MR vl

*errorl Jpg F33KE  Irfanview PG File 1701172004 19:14
*error.jpg 164 KB Irfanview JPG File 17/11/2004 15:55
errar.bxt OKE  Text Document 19/11/2004 16:20 L]
-
|38 abjects 535 KE [&d Local irtranet .

#¢ Windows 2 Fis#7E Samba KK -

PrEEkEE NOD32 KIEE

E R BRAAEPIIRTR A Dazuko ISR - Feff .40 Hw#E etc/init.d/nod32fac » FIBHR LN —17

#/sbin/modprobe -q dazuko
TR " # ) BRE - BEGER
/sbin/modprobe -q dazuko

DItk NOD32 K@ik #i & H Bk A Dazuko R -
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/etciinit.dinodB2fac - gedit
BEE) REE EFW BSE IS0 XH@ ®BH)

¢ @3, Q|@‘9 @ |E}li’_‘1 4 &

i BAR fdfE PO @R BEEE BT ER L BE DR

[ nod3zrac %

start() kS

{
echo -n "Starting $DESC: $NAME"
daemon $DAEMON
ret=§7?
susestatus
echo
return $ret

H
stop()
{

echo -n "Stopping $DESC: $NAME "
killproc $DAEMON z
ret=§7
[ $ret -eq 0 ] && unlocksubsys
susestatus
#/sbin/rmmod dazuko
echo
return $ret

EesAE2F BA

#iiE/etc/init.d/nod32fac -

d32.0fg - gedit
ERE REE ATV BSE) IAD XMQ RBH

BD. B89 ¢ BBDH BV

; I BARL FIF PN EE MEER T AR ML E3 mit

nodaz.cfg X

0 - low sensitivity level ES
1 - standard sensitivity level
2 - deep sensitivity level
scan_heur_sens = 1

; scan_adv_heur = yes/no
; Enables/disables use of advanced heuristics while scanning.
scan_adv_heur = no

; scan_all_files = yes / no
; Enables/disables scanning of all files .
scan_all_files = yes

; event_mask = "mask"
; Set event mask for file access.
event_mask = "110"

; ctl_incl = "dir"
; Set directories that should be included under file access control.
;: The setting of this option can be repeated at most 30 times

;etl_inecl = "/home/username"

; ctl_excl = "dir"

; Set directory that should be excluded from the file access control.
; The setting of this option can be repeated at most 30 times.
ctl_excl = "/proc"

;ctl_excl = '"/home/username/non_controlled_dir"

=

AR

E12fAE 1 F A

HERE NOD32 TR B H ok -

SRR IATTFEE 7 %2 NOD32 Bi P H § - BIAIFk("75 % NOD32 Bifi/home Je Ho NHYF H B - FEIEHREE
fetc/nod32/nod32.cfg » £F ' fac | BYELo4H T etlinel | I ELUR—F7 ¢
ctl_incl = "/home"

Uetl_incl | AJ[RJIGFAS 30 & H SRt TR R 142 - S S IR R 200 H SR Ll AR AT © SERias
TERBE AT ALL Mg 8 NOD32 -
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service nod32fac start (ENTER)

RESTH % - NOD32 (& # 1R Samba i ZiRaHILIGE - AR NOD32 (SHIFS A A AEAYRE »
&S LA HAH S A IGEEE % - NOD32 fEFHR I DA e 7 IR - <R AMEE A AT
B TR A FEROREZEMIER - BRI sC#R i /var/log/od32fac log

& |\ ANTIVIRUS' clusteruser e =1BIx|
fle Edt iew Favortes Toos Help ‘ "
Qoack - ) - (¥ | Dsearch (= Foders | | 3 X 9| [@-

Address [ wanTvIRUS|dusteruser | Go

Compressed (zipped) Folders Error x|

@ Access bo WANTIVIRUS|clusteruserirus-sample. zip was denied.

‘Ty’pe: Compressed (zipped) Folder Date Modified: 25/1172004 1549 Size: 1.26 MB |g Local intranet 4

NOD32 &% ER I HAMRA FENHEE -

A E FHYFCT T > BT LU R A BRI A]  (EAE ST Z AL /H A/ etc/nod 32/nod32.auth AE ]
A SGE Rt H 5 SRS -

/usr/sbin/nod32_update (ENTER)

R EHTEIRG(E AT B B LU RAE.
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BEF) WEE ETV) SRET Tabs REIH)

2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=8, object="file", name="/home/clusteruser/virus-sample.zip [*
-> ZIP -> vir.rar -> RAR -> vir\Worm.Shorm.130.b.exe", virus="Win32/Shorm.130.B worm", action="", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=582, access=8, object="file", name="/home/clusteruser/virus-sample.zip
-= ZIP -= vir.rar -= RAR -= vir\Worm.Shorm.312.exe", virus="Win32/Sherm.312 worm", action="", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=0, object="file", name="/home/clusteruser/virus-sample.zip
-= ZIP -= vir/baixue[l].bmp", wirus="Win32/TrojanDownloader.Small.HF trojan", action="", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=582, access=8, object="file", name="/home/clusteruser/virus-sample.zip
-= ZIP -=> vir/bbs5[1].exe", virus="Win32/TrojanDropper.ExeBinder.Dl trojan", action="", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=582, access=08, object="file", name="/home/clusteruser/virus-sample.zip
-= ZIP -> vir/Explore.exe", virus="Win32,/Delf.CU trojan", action="", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=08, object="file", name="/home/clusteruser/virus-sample.zip
-= ZIP -=> vir/index.exe", virus="Win32/TrojanDownloader.Small.HF trojan", action="", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=582, access=8, object="file", name="/home/clusteruser/virus-sample.zip
-> ZIP -> vir/mzg.htm", virus="HTML/Exploit.Mht.K trojan", action="", info
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=8, object="file", name="/home/clusteruser/virus-sample.zip
-> ZIP -> vir/ok[1l]l.exe", virus="Win32/TrojanDownloader.Delf.M trejan", action="", infe=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=582, access=8, object="file", name="/home/clusteruser/virus-sample.zip
-= ZIP -= vir/Win32HOOK.DLL", wirus="Win32/PSW.Legendmir.PW trojan", action="", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=0, file", name="/home/clusteruser/virus-sample.zip
-=> ZIP -> vir/Windows32.DLL", wirus="Win32/PSW.Legendmir.PW trojan", v, infa=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=6, file", name="/home/clusteruser/virus-sample.zip
-= ZIP -> vir/Windows32.exe", virus="Win32/PSW.Legendmir.PW trojan", ", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=0, file", name="/home/clusteruser/virus-sample.zip
-> ZIP -=> vir/Worm.Shorm. 100.b.exe", virus="Win32/Shorm.100.B worm", v, info=""
2004-11-26 13:43:30 +0800 11014479083: pen, uid=502, access=0, file", name="/home/clusteruser/virus-sample.zip
-= ZIP -= vir/Worm.Shorm.180.c.exe", in32/Shorm.180.C worm", ", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=0, file", name="/home/clusteruser/virus-sample.zip
-= ZIP -= vir/Worm.Shorm.1B80.e.exe", virus="Win32/Shorm.188.E worm", v, infao=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=B, file", name="/home/clusteruser/virus-sample.zip
-= ZIP -= vir/Worm.Shorm.120.a.exe", virus="Win32/Shorm.120.A worm", ", info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=0, file", name="/home/clusteruser/virus-sample.zip
-= ZIP -=> vir/Worm.Shorm.130.b.exe", virus="Win32/Shorm.130.B worm", v, info=""
2004-11-26 13:43:30 +0800 1101447903: event=open, uid=502, access=8, object="file", name="/home/clusteruser/virus-sample.zip
-= ZIP -= vir/Worm.Shorm.312.exe", virus="Win32/Shorm.312 worm", action="", info=""
2004-11-26 13:44:34 +0800 1101447968: event=open, uid=502, access=l, object="file", name="/home/clusteruser/error.jpg", virus
="is DK", action="", infe="", lines=0
2004-11-26 13:44:35 +0800 110144797@8: event=open, uid=502, access=1, object="file", name="/home/clusteruser/errorl.jpg", viru [ |
s="is OK", action="", info="", lines=0 z
[root@localhost dazuko-2.8.4]#
-

Z4y NOD32 eI H B s - Feff AT LA Linux /Y crontab « g ALL a4y ©

crontab -e (ENTER)

VNI WECEIP N T =1 Sa vl o2 3 MR S TN s i ioe (1 SE s SSNSE PSR TREC IL VN o
0 19 * * * Jusr/sbin/nod32_update

FORIRTEIREFLL T o~ B~ B~ H > B BIERPPEST - Ty 3R AR EiECERS T *
HORRHEE » RS F T — X - BHRERRNFER =170~ FL/R=1+7 - hF+ =17
AR bR =70 BORTERE > ATdR A LU R 305 -

30 0,8,12,20 * * * /usr/sbin/nod32_update

SERlGERTZ | Bse ) S FHA | iwq! BIATREGAIGEREDE -

BRI i AR HRE AT DL R anay

crontab -1 (ENTER)
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BRE) WEE) WERV) BRSO Tabs

REH)

Update started on 11-25-2804, 13:27:41.

Checking remote update packages at 'www.nod3Z.com'... ok /
Downloading 10 file(s).

Downloading ENGINEO®... ok

Downloading ENGINEL... ok

Downloading ENGINE2... ok

Downloading ADVHEUR®... ok

Checking local update packages in '/var/lib/ned32/mirror/'...

2k (1e0%)
ok (0 nups found).

Downloading
Downloading
Downloading

ARCHSO .
ARCHS 1
ARCHS2

Downloading PWSCANO... ok
Downloading PWSCANL... ok
Downloading PWSCANZ... ok
Update finished at 13:28:19, total time: 38 sec (88:80:38).

NOD32 Antivirus System Update, Version 2.01,
(C) 2004 Eset, spol. s r.o.

Installed version:
Virus signature database version:
Virus signature database build: 4923

1.898 (20041020)

Update launched: Thu Nov 25 13:28:19 2004

B e R TP e T PP A 4
| | Module | Available version |
B e B TP 4o
|*| Archive support | 1.023 (1103) |
|*] Virus signature database | 1.932 (5003) |
| | pwscan | 1.001 (10812) |
| | Advanced heuristics | 1.810 (1061) |
P s R R R +--

Update in progress...

Return code 2:
NOD32 Antivirus System has been updated succesfully
[roct@localhost dazuko-2.08.41#

1.021
1.898
1.801
l1.e18

(1101) |
(4923) |
(1012) |
(1e61) |

[z]

=

[3]

BRINEFHIREE B EIEMAR -



